Practical approach to Infrastructure as Gode - how
to effectively program your cloud
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Progress & Innovation scaling

Why do we need
laG?

Cloud & DevOps Money




rather than physical hardware
configuration or interactive
configuration tools.
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cﬂde management Ill'aﬂllﬂes Removed touch command in Dockerfiles to minimize image
size
- Feature branches p—
-Godereview === & ,
- Pull requests
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"‘ .] Tomasz Cholewa e
y Fixed failed builds when docker config file is

not available




commit S73a133305d31cdbbOCCAbITHAATD27TRTLINAB
Author: Tomasz Cholewa <tomasz@cloudowskl.com>
Date: Wed Mar 1 21:03:53 2017 +0100
Added gc stats to grafana dashboard. Fixed #754
commit BadazbsadgvssaiceBchaccdlS373ddd 7 fe7Cds
Author: Tomasz Cholewa <tomasz@cloudowski.com=
Date: Wed Mar 1 21:15:19 2017 +0100
Replaced host volumes with named volumes for database. Fixed #766

commit 2b8a0988d19b73bET8bes255h03a3efT3b2al%aas

Author: Tomasz Cholewa <tomasz@cloudowski.com>
Date: Tue Feb 28 17:58:04 2017 +0100

Change name for load balancer in docker-compose for web-client
commit FS9872734c15dL278642223443T1884T2683064448

Author: Tomasz Cholewa <tomasz@cloudowski.com>
Date: Mon Feb 27 21:24:05 2017 +01€98

Added screenshots for wiki monitoring and logging sections
commit abes8iT4AalhatonSea3938e01152371470413b80
Author: Tomasz Cholewa <tomasz@cloudowski.com>
Date: Mon Feb 27 20:48:34 2017 +0180

Added postgres input in telegraf and added core. Resolved #741

=amait h20014R42I3RRLT220231 TRTr Tuh) aTat TATHL T4 Source: https://github.com/abixen/abixen-platform
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Python modules (including ansibie) - requirements.ixt

Ruby Gems - Gemfile

Custom wrappers for external tools (example
hitps://github.com/cloudowski/terraform-wrapper)
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You can't do 1aC without
versioning




Gonsistency




It WOrksS on my environment




Gonsistency

Greater autonomy - self-serviced environments

Dey
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redlnvent

AWS re:lnvent 2016: Life Without SSH: Immutable
Infrastructure in Production (SAC318)




redlnvent

That's me :-)

AWS re:lnvent 2016: Life Without SSH: Immutable
Infrastructure in Production (SAC318)
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Tools + Gode + Gonfig = Environment

Cloudformation GFN Templates Variables

Terraform Terraform HCL secret/sensitive Data

Ansible Playhooks, Roles EXtra code



You can't name it 1aG if you
cantcreate new env quickly






_amzn Amazon Web Services @ %+ Follow

awsoloud

The dashboard not changing color is related to S3
issue. See the banner at the top of the dashboard
for updates.
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Apparently S3 is not Antifragile (yet?}






Multicloud requires 1aG



You can't do 1aC without
continuous improvement of
the process







Provisioning layers

CloudFormation Templates
Terraform Modules

Layer 1
VPC, Securtty Groups, IAM Sotes/Policies




Provisioning layers

CloudFormation Templates
Terraform Modules

Other (ELB, SES, ES)

£ECS
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VPC, Securty Groups, IAM Soles/Policies

Layer 1




Provisioning layers

Other

Containet management

Databasa, OS resources & config
managament

Layer 2

OCther (ELB, SES, £8)

ECS
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RDS ec2
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1agging

Tagging as a part of deployment process

Recommended IaC related tags:
- EnvV - environment name (consistent with naming in configuration part of the code)
- GodeVersion - version string of the code which provisioned resource

- Role - for EG2 instances it may be used for startup provisioning (e.g. Ansible)



1. Launch Instance
2. Exec UserData code

1. Install ansible (if AMI doesn't contain It)

_ - - - - laC antifacts
2. Fetch ansible code (version aligned with CodeVersion tag)
3. Apply role(s) based on Role EC2 tag value T
varsion=vYYYYMMDDhhmmss
= o5 2 24,
create ) apply role (EC2 tag Role)
EC2 ;nstance-—-b]: : ;_exeo >
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Provisioning layers

[(Software) Gontinuous Deployment Processes

Applications Layer 3
Other Container management Database, OS5 resources 5 config Laver 2
ee management y
Othér (ELB, SES, ES) ECS RDS | EC2
' Layer 1
VPC, Secumty Grouns, IAM Rpoizs/Palices
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Low-level tests

Pyramid of tests



Linters
* Pend

LOW level

Check definition files (syntax, style}

Launched automatically by build server
(on PR)




Test-Kitchen [http://kitchen.ci)
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Test-kitchen veritiers
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Launched on dedicated environment and/or live environments
security related (e.g. SSL, ingress/egress traffic, GVE vulnerabilities)
Performance & load testing (e.g. AutoScaling responsiveness)

“Temporary’/non-compliant resources discovery



Test like a Pro!

Simian Army
- Chaos Monkey
- Chaos Gorilla
- Chaos Kong
- Conformity Monkey

- Doctor Monkey

- Latency Monkey
o,/’/

*mm AR s
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- Security Monkey




You can't do 1aC without
proper testing




Gontinuous Deployment
Pineline







1-send code to git repository

2 - Inttialize/start pipeline

J - run pipeline stages

4 - publish artifacts

9 - (ieploy code on particular environment




GIT Artifacts

Commil stage Tes! stage Deploy 10 UAT Deploy 10 Production



Low-level tests

g

GIT

Lauched automatically on new Pull Requests

Commil stage



Test stage

Medium-level tests

' Artifacts prepare and publish

Tes! stage



deployment

Provision resources for environment
Multiple hierarchies

- Serial

- Parallel

Dedicated test environment for long-running

tests —> P>

- pe rformance Deploy 10 UAT Deploy 10 Production

- compliance/security
Environment isolation levels (VPC, AWS

account)
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AWS CodePipeline + CloudFormation
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| make changes
outside my
automation tool

My envirornment
IS Incosistent

I'm afraid that running my automation
tool will break something



Become YAML, JSON
“‘programmer”

start learning to code -
there's no way back!



Infrastructure as Gode rules summary

1- Focus on process, not tools
2 - Version all the things
3 - Prepare your code to create repeatable and consistent environments

4 - Make your Infrastructure Antitragile hy learning and continuously improving




Thank You!

Email: lihrevo@lihrevo.pl

Linkedin: https://www.linkedin.com/in/tomaszcholewa

Blog: http://cloudowski.com




